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28 July 1982

MEMORANDUM FOR: Director of Central Intelligence

FROM:
irector, Intelligence Community Staff

SUBJECT: Summary of SIG-I Meeting on the Study Prepared in
~ Response to National Security Study Directive (NSSD)
2-82, Detecting and Countering the Foreign Intelligence

 25%1

Threat to the United States, 12 July 1982

The attached draft'Summary of the 12 July SIG-I meeting, which has

been coordinated with the SIG-I members, is submitted for your approval.

o

Attachment:

TS 820938
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UPON REMOVAL OF ATTACHMENT AND CAVEATS,
THIS MEMORANDUM IS UNCLASSIFIED.
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T

SIG-1 ACTION PLAN FOR COUNTERINTELLIGENCE AND OTHER
COUNTERIMEASURES AGAINST THE FOREIGN INTELLIGENCE THREAT

The following actions will be undertaken by an interagency Ad Hoc Working,
Group to be convened \of the Intelligence Community Staff and 2524
to be ready for early consideration by the NSC/SIG-I.

1. Guidelines will be developed:

-~ making the SIG-I responsible for national policy to protect the
: United States against the total foreign intelligence threat by means
of counterintelligence (CI) and other countermeasures (CM),
including protective security but excluding counterterrorism which
is the responsibility of the NSDD-30 established Intedepartmental
Group on Terrorism (IG/T), chaired by a representative of the
Secretary of State;

-- making the IG/CI chaired by the Director, FBI or his representative .
responsible for national counterintelligence policy under the SIG-I,
including counterespionage; and o

-- making the IG/CM chaired by the representative of the DCI
responsible for all other national countermeasure policy under the
SIG-I, including countermeasures against technical threats such as
SIGINT and imagery; countermeasures against "active measures" and
"maskirovka"; and protective security measures including personnel,
physical, information/document, industrial, computer, communications
and operations security.

2. Other guidelines will be developed:

-- making the interagency Community Counterintelligence Staff of the
Intelligence Community Staff (ICS) serve as the secretariat for and
provide staff support to the IG/CI and IG/CM under the Director,
ICS; he has been designated by the DCI as Executive Secretary of the
SIG-I; ' : A

-- making this secretariat responsible for preparation for the NSC/SIG-
I of a required overall annual assessment of the relative threat to
US interests from intelligence and security services of foreign
powers, and an assessment of the effectiveness of US
counterintelligence/countermeasure activities;

-- using the NSDD-30 mechanism of the IG/T and the Interagency
Intelligence Committee on Terrorism for. preparation of the required
overall annual assessment of the relative threat to US interests
from international terrorist activities, and an assessment of the
effectiveness of US counterterrorism activities.-
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3. After these guidelines have been developed and approved, the I1G/CI
and 1G/CM will be activated. With staff support as appropriate, they will
review: . ‘

-- . the recommnendations of the March 1982 national assessment for the
NSC of the multidisciplinary hostile intelligence threat, -and

T—- the possibilities for enhancement of the national
counter1nte111gence/countermeasure effort as cited in the NSSD-2
study.

The Assistant to the President for National Security Affairs has already
formally requested that the March 1982 assessment recommendations be followed
up as part of the NSSD-2 study process. The IG reviews should develop for
ear]y NSC/SIG-I approval: .

-- a selected and prioritized 11st1ng of legal and policy enhancements
for subsequent detailed staffing and implementation; and

-~ 2 selected prioritized listing of resource enhancements for detaw]ed
initial consideration, followed by appropriate handling under
budgetary procedures. - :
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SIG-1 Participants

White House Situation Room, 12 July 1982, 1400 Hours

Mr. William J. Casey, Director of Central Intelligence, Chairman

Mr. Robert C. McFarlane, Deputy Assistant to the President for National
Security Affairs E

Judge William H. Webster, Directof, Federal Bureau of Investigation

Mr. John N. McMahon, Deputy DireCtor of Central Intelligence

Mr. G. Philip Hughes, Office of the Vice President

General Richard G. Stilwell, Deputy Under Secretary of Defense for Policy

Mr. Hugh Montgomery, Director, Bureau of Intelligence and Research, State
Department

Lieutenant General Lincoln D. Faurer, Director, National Security Agency

Lieutendnt General James A. Williams, Director, Defense Intelligence
Agency, representing Chairman, Joint Chiefs of Staff

Director, Intelligence Community Staff, Executive 20K

Secretary ’
Intelligence Community Staff, Study Director ZSXi
ntelligence Community Staff 25x1

Mr. Arnold E. Donahue, Office of Management and Budget

Mr. Edward J. 0'Malley, Assistant Director, Intelligence Division, Federal
Bureau of Investigation

Mr. L. Britt Snider, Office of the Secretary of Defense
Mr. Kenneth deGraffenreid, National Security Council Staff
Ms. Mary C. Lawton, Department of Justice

Mr. A. R. Cinquegrana, Department of Justice
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